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Executive summary 

Synthetic	identity	fraud	is	no	longer	a	cottage	problem	of	forged	paperwork.	It	has	become	an	in-
dustrialized,	partly	state-run	enterprise	that	manufactures	identities	at	scale,	rents	residential	net-
work	infrastructure	by	the	hour,	and—at	its	most	sophisticated—puts	a	real	human	operator	be-
hind	every	fraudulent	session.	This	paper	assembles	the	public	record	on	that	apex	tier,	drawing	on	
law-enforcement	filings,	threat-intelligence	reporting,	and	credit-bureau	data,	and	then	asks	the	un-
comfortable	question	every	fraud	vendor	should	answer	honestly:	what	actually	survives	contact	
with	this	adversary?	

The	conclusion	is	not	flattering	to	any	single	detection	method,	including	our	own	behavioral	work.	
A	well-resourced	ring	defeats	device	fingerprinting,	network/ASN	classification,	automation	detec-
tion,	and	behavioral	biometrics	individually.	The	thing	it	cannot	cheaply	manufacture	is	coher-
ence—a	real,	longitudinal,	physically-consistent	footprint	that	agrees	across	independent	evidence	
layers—and	the	thing	regulated	lenders	increasingly	cannot	do	without	is	a	signed,	replayable	rec-
ord	of	why	any	given	decision	was	reached.	The	defensible	posture	is	therefore	not	a	better	single	
signal	but	the	composition	of	many	signals	into	an	auditable	whole,	with	each	treated	as	necessary	
but	not	sufficient.	Behavioral	biometrics	is	one	such	signal:	it	cleanly	catches	the	scripted	tier	and	is,	
by	design,	blind	to	a	real	operator.	Saying	so	plainly	is	what	makes	the	rest	of	the	architecture	credi-
ble.	

The Cost Floor in Lending 

The	losses	are	large	and	rising.	U.S.	lender	exposure	to	synthetic	identities	across	credit	cards,	auto,	
personal,	and	retail	loans	reached	roughly	$3.3	billion	at	the	end	of	2024—an	all-time	high	in	the	
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fifteen	years	the	figure	has	been	tracked,	with	synthetic	identities	appearing	in	more	than	one	per-
cent	of	bankcard	credit	inquiries	for	the	first	time	on	record.1	Broader	estimates	that	fold	in	charge-
offs	run	far	higher:	anti-fraud	collaboration	data	cited	by	the	Federal	Reserve	Bank	of	Boston	put	
aggregate	synthetic-identity	losses	past	$35	billion	in	2023,	and	Deloitte’s	Center	for	Financial	Ser-
vices	projects	at	least	$23	billion	in	annual	losses	by	2030.2	

Two	structural	facts	make	this	fraud	uniquely	hard	for	lenders.	First,	it	sidesteps	the	consumer’s	
own	defenses:	because	a	synthetic	identity	pairs	a	real	Social	Security	number	with	a	fabricated	
name	and	date	of	birth,	it	opens	a	credit	file	that	does	not	yet	exist	under	any	real	consumer—so	a	
credit	freeze	placed	on	the	true	SSN	holder’s	name	never	touches	the	application.3	Second,	detec-
tion	routinely	happens	too	late—the	Federal	Reserve’s	risk-officer	reporting	notes	rising	virtual	
and	synthetic	account	openings	that	institutions	catch	only	after	the	loss	has	crystallized,	with	each	
confirmed	synthetic	identity	costing	on	the	order	of	$13,000	in	average	charge-offs.4	

The	accelerant	is	generative	AI.	The	Boston	Fed	flagged	in	early	2025	that	GenAI	now	produces	con-
vincing	identity	documents,	realistic	profile	photos,	and	even	synthetic	behavioral	data	that	mimics	
real	users—collapsing	what	once	took	skill	and	time	into	minutes.5	LexisNexis,	drawing	on	more	
than	116	billion	transactions	processed	in	2025,	found	synthetic	identities	in	roughly	one	in	ten	
fraud	cases	globally—an	eightfold	rise—and	stated	plainly	what	the	rest	of	this	paper	develops:	
criminal	organizations	and	nation-states	are	behind	much	of	this	activity,	and	they	have	turned	it	
into	an	industrial-scale	business.6	

	

1TransUnion,	H1	2025	State	of	Omnichannel	Fraud	Report	and	Money	20/20	commentary,	2025.	
Synthetic	exposure	measured	at	0.32%	of	attempted	account	openings.	

2Federal	Reserve	Bank	of	Boston,	“Gen	AI	is	ramping	up	the	threat	of	synthetic	identity	fraud,”	April	
2025	(citing	FiVerity);	Deloitte	Center	for	Financial	Services	projection,	via	TransUnion,	2025.	
These	figures	are	not	directly	comparable	and	should	not	be	summed:	the	TransUnion	$3.3	billion	
is	U.S.	lender	exposure	(potential	charge-offs)	in	specific	loan	categories;	the	$35	billion	is	an	econ-
omy-wide	loss	estimate;	the	Deloitte	number	is	a	forward	projection.	They	are	cited	here	only	to	
establish	that	the	loss	is	large	and	rising	across	every	available	measure.	

3Javelin	Strategy	&	Research,	2026	Identity	Fraud	Study,	and	TransUnion	analysis,	2025–2026.	Tra-
ditional	identity-fraud	losses	reached	$27.3	billion,	with	new-account	fraud	victims	up	31%	year	
over	year.	

4Equifax	Digital	Fraud	Trends,	via	Finovate	and	reporting	in	TheStreet,	2026;	roughly	8.3%	of	digital	
account	creations	were	flagged	suspicious	in	H1	2025.	

5Federal	Reserve	Bank	of	Boston,	April	2025.	The	U.S.	Treasury’s	FinCEN	issued	a	formal	alert	to	
financial	institutions	on	deepfake	media	in	late	2024.	

6LexisNexis	Risk	Solutions,	2026	Cybercrime	Report,	estimating	$20–40	billion	in	annual	global	syn-
thetic-ID	losses.	
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The Adversary Is Tiered 

Fraud	defenses	fail	most	often	not	because	they	are	weak	but	because	they	are	calibrated	against	
the	wrong	opponent.	It	is	useful	to	separate	three	tiers.	

Scripted.	Commodity	automation—headless	browsers,	reused	fingerprints,	datacenter	IPs,	con-
stant-velocity	cursor	paths,	machine-regular	keystrokes.	This	is	the	bulk	of	attempt	volume	and	the	
easiest	to	stop;	behavioral	and	fingerprint	signals	catch	it	readily.	

Evasive.	Tooling	that	imitates	humanity—curve-fitted	cursor	motion	with	overshoot,	dithered	tim-
ing,	fingerprint	randomization.	Harder,	but	still	defeatable	on	timing	regularity	and	cross-signal	in-
consistency.	

Apex.	Industrialized,	often	state-affiliated	operations	that	do	not	simulate	a	legitimate	user	so	much	
as	instantiate	one:	a	real	human	operator,	a	genuine	residential	network	path,	a	cultivated	identity	
backed	by	real	breached	data.	This	tier	is	the	subject	of	the	rest	of	this	paper,	and	it	is	the	tier	
against	which	single-signal	detection	collapses.	

The	strategic	error	common	to	many	deployments	is	to	demonstrate	excellent	performance	against	
the	scripted	tier	and	quietly	imply	it	generalizes.	It	does	not.	The	apex	adversary	is	qualitatively,	not	
quantitatively,	different.	

Anatomy of an Apex Operation 

The	clearest	public	window	into	apex	tradecraft	is	the	Democratic	People’s	Republic	of	Korea’s	re-
mote-worker	and	identity	operations,	documented	in	unusual	detail	because	law	enforcement	has	
now	prosecuted	facilitators	and	threat-intelligence	teams	have	infiltrated	the	networks.	The	same	
techniques	that	let	a	DPRK	operative	pass	as	a	remote	software	engineer	are	the	techniques	that	let	
a	synthetic	applicant	pass	as	a	real	borrower.	

Identity Manufacture at Scale 

The	identity	is	built,	not	stolen	wholesale.	GitHub’s	threat	team	documented	a	single	North	Korean	
development	cell	that	produced	at	least	135	synthetic	identities	through	a	multistage	pipeline:	
scraping	photographs	from	social	media	and	AI	image	generators,	generating	fresh	faces	through	a	
face-swapping	tool,	then	minting	counterfeit	passports	with	fabricated	details	through	an	illicit	doc-
ument	service—before	automating	the	email	and	professional-network	accounts	that	give	each	
identity	a	plausible	history.7	Counterfeit	credentials	are	paired	with	real	Social	Security	numbers	
harvested	from	the	breach	economy—U.S.	data	breaches	exceeded	16,000	over	five	years—so	that	
fragments	of	every	synthetic	identity	are	genuinely	verifiable.8	

	

7GitHub	security	research,	reported	via	Biometric	Update,	February	2026.	GitHub	banned	131	ac-
counts	tied	to	DPRK	malware	distribution	in	2025	and	published	more	than	600	indicators	of	com-
promise.	

8TransUnion,	H1	2025	Update:	State	of	Omnichannel	Fraud	Report,	2025.	
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Rented Infrastructure that Defeats the Network Layer 

The	professional	setup	pairs	an	anti-detect	browser	with	residential	proxies.	Anti-detect	browsers	
give	every	session	its	own	internally-consistent	device	fingerprint;	the	better	commercial	tools	re-
produce	real	device	fingerprints	rather	than	synthetic	ones	and	score	75–84%	authenticity	on	
CreepJS,	passing	common	consistency	checks.9	The	decisive	component	is	the	proxy:	residential-
proxy	services	route	traffic	through	real	residential	IP	addresses—often	those	of	unwitting	con-
sumers—so	the	egress	point	presents	a	genuine	residential	ISP	and	ASN,	defeating	network	classifi-
cation	that	assumes	fraud	originates	from	datacenters.10	Industry	threat	forecasting	for	2026	
names	exactly	this	combination—residential	proxies	to	spoof	location,	anti-detect	browsers	to	de-
feat	fingerprinting—as	a	core	method	for	bypassing	session	defenses.11	

The Human in the Loop 

The	move	that	breaks	behavioral	detection	is	the	simplest:	use	a	real	person.	Court	documents	in	a	
2026	federal	prosecution	describe	“laptop	farms”	in	which	U.S.-based	facilitators	hosted	victim-
company	laptops	at	their	residences	and	connected	them	to	keyboard-video-mouse	(KVM)	switches	
so	that	overseas	operatives	could	drive	the	machines	remotely,	as	though	physically	present	at	a	
U.S.	address.12	Threat-intelligence	investigators	have	documented	the	same	pattern	using	purpose-
built	PiKVM	hardware,	with	each	controlled	laptop	presenting	as	a	different	employee	at	a	different	
company.13	When	a	real	human	moves	a	real	mouse	and	types	on	a	real	keyboard,	every	behavioral	
biometric	is	authentically	human—because	a	human	is	producing	it.	No	trajectory	model,	hesitation	
count,	or	keystroke-cadence	test	separates	this	operator	from	a	legitimate	applicant,	because	on	the	
behavioral	axis	there	is	nothing	to	separate.	

Scale, Economics, and the Criminal Supply Chain 

	

9Survey	of	anti-detect	browsers	(Multilogin,	Octo	Browser,	Kameleo),	2026	industry	guide.	These	
tools	update	within	days	of	each	Chromium	release	to	keep	declared	identities	internally	consistent.	

10IPinfo,	residential-proxy	detection	launch,	2025;	“residential	proxies	are	a	preferred	tactic	of	so-
phisticated	attackers.”	See	also	cside,	“Stealth	(Anti-Detect)	Browsers,”	2025:	IP	blocking	fails	be-
cause	anti-detect	browsers	pair	with	residential	proxies,	and	each	session	presents	a	fresh	syn-
thetic	identity.	

11SpyCloud,	The	Identity	Security	Reckoning:	2025	Lessons,	2026	Predictions,	November	2025,	which	
also	describes	a	maturing	criminal	supply	chain	with	specialized	roles:	infrastructure	providers,	
tool	developers,	and	access	brokers.	

12U.S.	Department	of	Justice,	“Two	U.S.	Nationals	Sentenced	for	Facilitating	Fraudulent	Remote	IT	
Worker	Scheme…,”	Office	of	Public	Affairs,	April	15,	2026	(Press	Release	26-362).	The	release	
states	that	facilitators	connected	laptops	to	“hardware	devices	designed	to	allow	for	remote	access	
(referred	to	as	keyboard-video-mouse	or	‘KVM’	switches).”	

13Nisos,	“DPRK	IT	Worker	Fraud:	Inside	a	Laptop	Farm	Operation,”	March	2026,	reporting	that	hun-
dreds	of	such	farms	operate	on	U.S.	soil.	
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This	is	not	a	fringe	activity.	CrowdStrike	attributed	more	than	320	infiltration	incidents	in	the	year	
ending	mid-2025	to	the	DPRK-nexus	group	it	tracks	as	FAMOUS	CHOLLIMA—a	220%	year-over-year	
increase,	amounting	to	nearly	one	investigation	per	day—with	the	group	using	generative	AI	at	
every	stage	of	the	hiring	and	employment	process,	including	real-time	deepfakes	in	video	inter-
views.14	The	following	cycle	showed	no	slowdown:	CrowdStrike’s	2026	global	reporting	recorded	
DPRK-linked	incidents	up	more	than	130%	with	FAMOUS	CHOLLIMA	activity	more	than	doubling,	and	
a	38%	rise	in	China-nexus	activity;	the	same	report	attributed	a	$1.46	billion	cryptocurrency	
theft—described	as	the	largest	single	financial	heist	yet	reported—to	a	related	DPRK-nexus	
group.15	

The	economics	are	documented	in	federal	sentencing	records.	In	July	2025	an	Arizona	facilitator	
was	sentenced	in	a	scheme	that	generated	roughly	$17	million;	according	to	the	Justice	Department	
she	ran	a	laptop	farm	and	helped	DPRK	operatives	obtain	positions	at	more	than	300	U.S.	compa-
nies.16	In	a	separate	case	sentenced	in	April	2026,	two	facilitators	helped	operatives	using	the	sto-
len	identities	of	at	least	80	U.S.	persons	obtain	remote	jobs	at	more	than	100	U.S.	companies,	gener-
ating	more	than	$5	million	for	the	regime	and	causing	victim	companies	at	least	$3	million	in	reme-
diation	and	legal	costs;	the	lead	defendant	received	108	months	in	prison,	and	authorities	had	ear-
lier	seized	29	financial	accounts	and	17	web	domains	tied	to	the	operation.17	These	are	individual	
prosecutions	within	a	much	larger	pattern:	U.S.	advisories	note	that	DPRK	IT	workers	have	individ-
ually	earned	up	to	$300,000	per	year	and	collectively	generate	hundreds	of	millions	of	dollars	an-
nually	for	sanctioned	entities.18	The	throughline	across	the	threat	reporting	is	that	this	fraud	now	
operates	as	a	structured	business—with	identity	manufacture,	network	infrastructure,	distributed	

	

14CrowdStrike,	2025	Threat	Hunting	Report	(covering	July	1,	2024–June	30,	2025),	released	August	
2025.	The	report	attributes	320+	company	infiltrations	to	FAMOUS	CHOLLIMA	and	finds	81%	of	inter-
active	(hands-on-keyboard)	intrusions	were	malware-free;	senior	vice	president	Adam	Meyers	
characterized	the	group	as	appearing	in	investigations	almost	daily.	

15CrowdStrike,	2026	Global	Threat	Report,	February	2026.	The	report	also	notes	AI-enabled	adver-
sary	activity	rose	89%	year	over	year,	with	Russia-nexus	actors	deploying	LLM-enabled	malware	
for	automated	reconnaissance.	

16U.S.	Department	of	Justice,	“Arizona	Woman	Sentenced	for	$17M	Information	Technology	Worker	
Fraud	Scheme…,”	Office	of	Public	Affairs,	July	24,	2025.	

17U.S.	Department	of	Justice,	April	15,	2026	(Press	Release	26-362),	op.	cit.	The	scheme	ran	from	
2021	until	October	2024	and	routed	funds	through	shell	companies	created	to	appear	as	legitimate	
U.S.	employers.	

18Joint	FBI/Treasury/State	advisory,	May	2022,	cited	in	the	April	2026	DOJ	release.	
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labor,	and	laundering	arms	functioning	as	specialized	roles—rather	than	as	the	work	of	lone	ac-
tors.19	

From Employment Fraud to Lending Fraud: Why The Transfer Holds 

The	richest	public	documentation	of	apex	tradecraft	comes	from	remote-employment	infiltration,	
not	credit-application	fraud,	and	that	distinction	deserves	a	direct	answer	rather	than	an	elision.	
The	two	are	different	crimes	with	different	payouts.	But	the	relevant	tradecraft	is	domain-general,	
and	three	components	transfer	intact.	First,	identity	manufacture:	the	same	pipeline	that	fabricates	
a	synthetic	employee—real	breached	SSN,	generated	face,	counterfeit	document,	aged	online	his-
tory—produces	a	synthetic	loan	applicant,	because	both	must	defeat	the	same	identity-proofing	
checks.	Second,	infrastructure:	residential	proxies	and	remotely-operated	machines	present	a	genu-
ine	residential	origin	regardless	of	whether	the	session	opens	a	job	offer	or	a	credit	line.	Third,	the	
human	operator,	who	defeats	behavioral	and	liveness	checks	identically	in	either	setting.	

The	transfer	is	not	merely	inferred;	the	financial	sector	reports	it	directly.	Credit-bureau	and	fraud-
analytics	sources	independently	attribute	a	material	share	of	synthetic-identity	creation	to	orga-
nized	and	nation-state	actors	operating	at	industrial	scale,	and	name	North	Korea’s	use	of	synthetic	
identities	as	a	revenue	pipeline	specifically.20	In	other	words,	the	apex	actors	documented	in	the	
employment	context	are,	by	the	financial	sector’s	own	account,	already	present	in	the	lending	con-
text.	The	employment	cases	simply	offer	the	most	detailed	look	at	how	they	operate.	

Why Single-Signal Detection Fails 

Map	the	apex	playbook	against	the	signals	a	modern	intake	stack	actually	collects.	The	honest	claim	
is	not	that	every	signal	is	useless—several	retain	real	value—but	that	each,	taken	in	isolation,	is	ei-
ther	defeated	outright	by	a	documented	apex	technique	or	degraded	to	the	point	where	it	cannot	
carry	a	decision	alone.	The	column	below	distinguishes	the	two,	and	the	final	row	names	what	does	
not	fall.	

Table	1	

Detection	signal	 Apex	technique	&	residual	value	 In	isolation	

Device	fingerprint	
Anti-detect	browser	yields	a	clean	per-session	iden-
tity;	per-session	novelty	itself	remains	a	weak	veloc-
ity	signal	

Defeated	

	

19SpyCloud,	November	2025,	op.	cit.;	the	report	characterizes	a	criminal	supply	chain	with	distinct	
infrastructure-provider,	tool-developer,	and	access-broker	roles.	

20LexisNexis	Risk	Solutions,	2026	Cybercrime	Report;	ACFE	Fraud	Magazine,	May/June	2026,	both	
identifying	criminal-organization	and	nation-state	involvement	in	synthetic-identity	creation	for	
financial	fraud.	The	Federal	Reserve	Bank	of	Boston’s	2025	work	likewise	treats	GenAI-enabled	
synthetic	identities	as	a	direct	threat	to	the	payments	system	it	regulates.	
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Detection	signal	 Apex	technique	&	residual	value	 In	isolation	

Browser	consistency	/	
trust	

Anti-detect	tools	reach	75–84%	CreepJS	authentic-
ity—but	the	16–25%	gap	is	itself	detectable	 Degraded	

IP	/	ISP	/	ASN	classifica-
tion	

Residential	proxy	presents	a	real	residential	ASN;	
proxy-detection	services	(persistence,	last-seen,	mo-
bile-gateway	flags)	partially	recover	it	

Degraded	

Automation	/	headless	
detection	

Real	human	operator	via	KVM—no	automation	is	
present	to	detect	

Defeated	

Behavioral	biometrics	
Real	operator,	GAN-trained	trajectories,	or	input	re-
play	all	read	as	human	

Defeated	

Document	/	KYC	verifi-
cation	

GenAI	documents	plus	real	breached	SSN	fragments;	
liveness/deepfake	detection	partially	recovers	

Degraded	

Third-party	session	
score	

Real	human	session	returns	a	clean	score	 Defeated	

Cross-signal	coherence	
Forcing	many	independent	layers	to	agree	on	one	
real	person	exposes	the	operation’s	real-world	seams	

Holds	

	

Two	points	follow.	The	signals	marked	degraded	are	not	worthless—a	residual	proxy-detection	hit	
or	a	CreepJS	authenticity	gap	is	genuine	evidence—but	none	is	strong	enough	to	base	an	adverse	
action	on	alone,	which	is	precisely	why	composition	matters.	And	the	signals	marked	defeated	still	
contribute	inside	a	composition	even	when	they	cannot	decide:	a	behavioral	atom	that	reads	“hu-
man”	correctly	rules	out	the	scripted	tier,	narrowing	the	space	the	other	signals	must	resolve.	

The	behavioral	row	warrants	emphasis,	because	it	is	where	intuition	most	overestimates	a	defense.	
Beyond	a	live	operator,	the	research	literature	documents	two	further	defeats	that	produce	human-
quality	input	without	a	human	in	the	loop:	generative-adversarial	models	trained	on	captured	ses-
sions	to	reproduce	human	variability	rather	than	machine	regularity,	and	replay	attacks	that	reuse	
genuine	recorded	human	input	to	impersonate	a	user—feeding	a	behavioral	classifier	exactly	the	
authentic	irregularity	it	is	built	to	reward.21	A	behavioral	layer	that	depends	on	the	adversary	being	
a	script	is	blind	precisely	where	the	apex	adversary	lives.	

	

21Mouse-dynamics	behavioral-biometrics	survey,	arXiv:2208.09061,	describing	imitation-,	surro-
gate-,	and	replay-based	attacks	(including	the	“synthetically	composed	replay”	procedure)	evalu-
ated	against	SVM,	random-forest,	and	deep-network	classifiers.	
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None	of	this	argues	for	discarding	behavioral	biometrics.	It	argues	for	siting	it	correctly:	as	one	sig-
nal	that	decisively	handles	the	scripted	and	evasive	tiers,	contributes	useful	evidence	at	the	margin,	
and	is	understood—by	its	designers	and	disclosed	to	its	users—to	be	insufficient	on	its	own.	

What Survives: Coherence, Not Any Single Signal 

If	every	individual	signal	falls,	what	is	left	is	the	relationship	between	signals.	The	apex	adversary	
can	spoof	any	one	layer	cheaply;	forcing	many	independent	layers	to	agree	simultaneously	is	expo-
nentially	harder,	because	the	operation’s	real-world	seams	show	at	the	joins.	

Coherence	as	the	test.	A	residential	proxy	gives	a	real	residential	ASN—but	one	that	need	not	sit	
where	the	applicant	claims	to	live.	An	anti-detect	browser	declares	a	timezone	and	locale—which	
must	then	agree	with	the	network	origin,	the	stated	address,	and	the	device’s	other	tells.	A	laptop	
farm	in	one	state	servicing	an	application	that	claims	residency	in	another	produces	a	location	inco-
herence	that	no	amount	of	per-layer	polish	resolves.	The	question	shifts	from	“is	any	signal	suspi-
cious?”	to	“do	all	signals	tell	one	consistent	story	about	one	real	person?”	

The	hardest	layer	to	manufacture.	Among	coherence	signals,	a	genuine	spatiotemporal	mobility	
footprint	is	uniquely	difficult	to	fabricate,	because	it	is	not	a	session	property	an	operator	can	spin	
up	but	an	accumulated	fact	about	a	real	person	moving	through	real	places	over	real	time.	A	freshly	
minted	synthetic	identity	has	no	such	footprint;	a	real	identity’s	footprint	is	consistent	whether	the	
applicant	is	on	a	phone	or	a	laptop.	This	is	why	a	mobility-invariant	evidence	layer	resists	the	apex	
playbook	where	session-scoped	signals	do	not—it	is	person-bound	and	history-bound	rather	than	
session-bound.22	

This	does	not	mean	turning	location	history	into	a	black-box	eligibility	signal.	In	regulated	lending,	
mobility	evidence	has	to	be	consented,	minimized,	purpose-bound,	and	treated	as	one	coherence	
input	rather	than	a	standalone	reason	for	denial.	Its	value	is	not	that	it	“knows	where	someone	is,”	
but	that	it	can	test	whether	the	claimed	person,	device,	network,	address,	and	longitudinal	pattern	
form	one	plausible	account.	Thin,	unavailable,	or	conflicting	mobility	evidence	should	degrade	con-
fidence	and	trigger	review;	it	should	not	mechanically	decide	the	applicant’s	outcome.	

The	record	as	the	deliverable.	Against	an	adversary	this	capable,	no	detector	is	certain,	and	cer-
tainty	is	the	wrong	goal.	The	defensible	goal	is	to	raise	the	cost,	to	catch	the	incoherences	that	imper-
fect	executions	leave	behind,	and—whichever	way	a	decision	goes—to	produce	a	signed,	inde-
pendently	replayable	record	of	why	it	was	reached.	That	record	is	what	lets	a	lender	defend	an	ap-
proval	or	a	denial	under	examination,	and	it	is	the	property	that	a	single	opaque	risk	score	structur-

	

22Developed	separately	in	Kenshiki’s	technical	work	on	spatiotemporal	mobility	invariants	as	a	syn-
thetic-identity	detection	layer.	
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ally	cannot	provide.	Composing	heterogeneous	signals	into	such	a	record,	with	each	signal’s	contri-
bution	preserved,	weighted,	and	attested,	is	the	subject	of	a	companion	paper;	the	present	paper	is	
its	threat	model.23	

Implications For Regulated Lenders 

Three	practical	conclusions	follow	for	institutions	operating	under	model-risk	and	fair-lending	su-
pervision.	

First,	defense	in	depth	is	now	a	compliance	posture,	not	only	a	security	one.	A	stack	resting	on	any	sin-
gle	determinative	signal	is	both	defeatable	by	the	apex	adversary	and	difficult	to	defend	to	an	exam-
iner	who	asks	what	drove	a	given	adverse	action.	Multiple	independent	signals,	required	to	cohere,	
address	both	problems	at	once.	

Second,	the	opaque-score	habit	is	a	liability.	Collapsing	many	inputs	into	one	black-box	number	for-
feits	the	per-signal	explanation	that	supervision	increasingly	expects	and	that	fair-lending	review	
requires.	The	same	composition	that	improves	robustness	against	fraud	also	produces	the	audita-
ble	trail	that	regulation	rewards.	

Third,	honesty	about	limits	is	itself	a	control.	An	institution	that	documents	which	tier	each	signal	
addresses—and	acknowledges	that	behavioral	and	device	signals	do	not	stop	a	real	operator—
builds	a	more	defensible	model	file	than	one	that	overclaims.	The	apex	tier	is	best	met	not	at	a	sin-
gle	intake	gate	but	through	coherence	across	signals	and	longitudinal	correlation	over	time,	and	
saying	so	is	the	posture	supervisors	and	sophisticated	counterparties	trust.	

Why This Is Not an AI Arms Race 

A	natural	objection	runs:	the	apex	adversary	has	generative	AI,	but	so	do	banks	and	credit	unions—
so	why	should	the	institution	lose?	The	answer	is	that	on	the	axis	where	both	sides	share	a	toolkit,	
they	roughly	cancel,	and	the	adversary	holds	the	structural	edge.	Both	draw	on	the	same	models,	
the	same	libraries,	the	same	literature.	The	adversary	needs	to	win	only	once	per	identity	while	the	
institution	must	be	right	every	time;	the	adversary	can	probe	a	live	decisioning	system	as	a	free	or-
acle	while	the	institution	cannot	probe	theirs.	A	defense	premised	on	“our	model	is	smarter	than	
their	model”	is	therefore	a	losing	premise—and	the	threat	reporting	cited	earlier	already	shows	
that	layer	being	walked	around	rather	than	beaten,	with	the	large	majority	of	interactive	intrusions	
in	the	period	studied	involving	no	malware	at	all.	

The	error	is	treating	fraud	defense	as	a	generation	contest.	Generation—fabricating	a	face,	a	docu-
ment,	a	session,	a	trajectory—is	exactly	where	AI	competes	with	AI,	and	where	the	institution	can-
not	expect	to	win	outright.	But	coherence	and	provenance	are	different	games	that	do	not	symme-
trize.	Coherence	is	not	a	generation	problem;	it	is	reconciliation	against	the	physical	world.	No	

	

23See	the	companion	working	paper	on	attestable	evidence	composition,	which	formalizes	per-sig-
nal	provenance,	replay	determinism,	and	the	containment	of	any	single	opaque	input	below	the	de-
cision	margin.	
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model,	however	capable,	makes	a	laptop	farm	in	one	state	have	been	physically	present	in	another	
for	three	years—the	adversary	can	fabricate	each	fact	in	isolation,	which	is	precisely	what	cross-
fact	reconciliation	catches.	Provenance	sits	further	still	from	the	arms	race:	a	signed,	replayable	rec-
ord	of	why	a	decision	was	reached	is	not	a	detection	model	that	can	be	out-computed	but	a	prop-
erty	of	the	decision	architecture	itself.	The	documented	record	bears	this	out—in	every	prosecuted	
apex	case	in	this	paper,	the	operation	was	unwound	not	by	a	smarter	fraud	model	but	by	a	coher-
ence	failure	and	a	paper	trail.	The	move	that	wins	is	not	more	AI;	it	is	shifting	the	contest	off	the	
axis	where	AI	is	symmetric	and	onto	the	ones—reconciliation	and	proof—where	it	is	not.	

Conclusion 

The	synthetic-identity	threat	has	professionalized	into	an	industry	with	manufacturing,	infrastruc-
ture,	labor,	and	laundering	arms,	parts	of	it	run	by	nation-states	as	a	revenue	pipeline.	Against	that	
adversary,	the	comforting	story	that	any	one	clever	signal—behavioral,	device,	or	network—stops	
the	threat	does	not	survive	contact	with	the	public	record.	What	survives	is	less	glamorous	and	
more	durable:	many	signals,	required	to	agree;	a	mobility	layer	that	is	hard	to	fake	because	it	re-
flects	real	presence	over	real	time;	and	an	auditable	record	of	every	decision.	Behavioral	biometrics	
earns	its	place	inside	that	architecture	as	one	necessary,	insufficient	input.	Naming	its	limits	plainly	
is	not	a	concession;	it	is	the	thing	that	makes	the	whole	defensible.	

	

About	this	paper.	A	Kenshiki	Labs	threat-landscape	working	paper.	Figures	are	drawn	from	pri-
mary	sources	where	available—U.S.	Department	of	Justice	sentencing	releases,	CrowdStrike	threat	
reports,	GitHub	security	research,	and	Federal	Reserve	Bank	of	Boston	analysis—and	cited	in	the	
footnotes;	loss	estimates	that	measure	different	quantities	are	flagged	as	non-comparable	in	place	
rather	than	aggregated.	This	document	describes	adversary	capabilities	for	defensive	purposes	and	
contains	no	operational	detail.	It	is	a	companion	to	Kenshiki’s	working	papers	on	attestable	evi-
dence	composition	and	on	spatiotemporal	mobility	invariants.	
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